ENVIRONMENTAL CRIMES WORKSHOP 2024 Eesa

11-12 June 2024 | ESA-ESRIN, Frascati, Italy
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Project introduction

Scope

Improve analysis and support enforcement authorities to
identify illicit activities in different phases (anticipation,
detection, monitoring)

Inspiring principle:
Combined use of multiple data sources and tools -
EO, OpenSource Intelligence, Al/automation
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Cur Team

EO data analysis
e-GEOS, GAF
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Data integrity and secure

R¥se transimssion
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Where we are

1 year, 2 Use Cases Extension, new Use Cases
A 1l
Close up
20th Sept

2024

KOM
Env Crime whsp
20th Sept
2023 EH» 12th June 2024

gl

: Collgctlon and consolidation of end-user Collection of feedback from the end-users
requirements o
. on the work done and validation of the
* Definition of 2 Use Cases results
? QR O mEe SOOI el Training and knowledge transfer activities

Analy§|s: i) AEISTUEN] 10 by . Development of a 3°Use Case
* Integrity data and secure transmission
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ork plan

01 - Onboarding:

« User need requirements

+  Methodology and indicators definition

02 - Operations:

- Data collection (Satellite + OSINT) [ === =e-i=1=

- Data preparation

* |Information extraction

- Data integration for advanced insights

EO4SECURITY ¢
Environmental crimes and
illegal trafficking.

ESA Contract No. 4000142203123/1-0T g

Use Case #2 :
lllegal activities monitoring in
Mekong region

[ I PR

EO4SECURITY- EMBED EO AND NON-EO INFORMATION WITHIN
STAKEHOLDERS' ENVIRONMENTS

TOPIC C - ENVIRONMENTAL CRIMES AND ILLEGAL
TRAFFICKING

D2.UC2.4 - May Monthly Report

UC 2 - ILLEGAL ACTIVITIES MONITORING IN MEKONG REGION

Protection Level PL-1: ESA UNCLASSIFIED - For ESA Official Use Onf
acconding o the nformaton Secuity Mamapenent Plan (SMF)
EOISEC-CM-PRO.23-00_Clanficaton 1 0 ANNEX A pdr

* February
Reports

Owaer Input Data Reporting Date(s) A0 Main purpose
od
Seatinel 1 (adar) | D2UCLL | From | Jan 13101 Dec | Munduuku | i FCDM baselne
B reerve i ecior miepreation of 0%
GAF | Sentel 1 Gadan) | D2CIT Tow Shundorir iy FCDN dhange detsion
reserve iy Vector itepretaton of sbove
GAF | Pl G opieal [ DOCTT T R Ririp map basine
FCDM dhange deecton
Fector intepretaton of sbove
GAF | Pt G optieah | DZUCIZ | From 15 Feb 211015 | Mk | shp ‘st map change deteston
far 24 reserve
GAF | el T (adan) [ DEOCIE | From 13 Mar 2970 15 | Mundurukw i3 FCDN dhange decion
reserve iy Vector intepretaton of sbove
GAF | Pt (S opieal | DUCT | From T3%ar 217015 | Mndorak | i R wap change decion
Ap 24 reserve
GAF | Sl T Gadan) | DEOCTF | From 15 Apr 27105 | Mundurus | TCDN dhange deesion
May 24 e Sy Fecto intepretaton of sbove
GAF | Planet 5 m opiea | DZUCLT | From 15 Apr 211015 | Mk | shp “isip iy change detecion (o change deieced)
May 24 reserve
GAF | Piewds Goem [DIOCTA| 15D 23 | Nambiwar | Gpieal Valdaton oTaciy
S| fpreion of miwing equpment o respecive G
GAF | Pleades G0em | DIUCIA| 06Ny | Nambiwam | Gpical Valdation ofativiy
optical) Sararé shp’ Intgfpretation of mining equipment for respective date
GAF | Pleadss Goem [DIOCIA|  HVarE | Nambiwam | IR AV I L7
optical ¢ S| ipretation of ke et Y respecive dae
Parana
Basel Lakes

Terra Indigena Yanomami
Belo Horizonte

Estado de Espirito Santo 4
Marabé a ra Estado de Minas Gerais

Itaituba Rio Grande do Sul

. ROTaima Mato Grosso
saven Belem Amazonas  Brasilia

Rio Grande Terra Indigena Kayapo

Dundee

Estado de Bahia Sao Paolo Manaus
Céceres Santarém Africa  Cajam
Rio de Janeiro Corumba Killeen

4 monitoring cycles

. ° A. ".- ’.
* March
Reports

Location Mentions
Para 127
Amazonas 126
Roraima 112
Mato Grosso 3
TI Yanomami 0
anaus 9
1Kayapd 5
apajos. 3
taituba 6
T Munduruku 6
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1. Users’ requirements
collection through online
and offline interactions
using a well-structured
spreadsheet and a
dedicated space on
Confluence

. Definition of use cases from
the requirements obtained

3. Feasibility Analysis of the
selected use cases

Satellite patterns compatible §
with gold exploration + data |
from social networks about

invasions of indigenous lands

by miners. |

Evidence of criminal activity in
special economic zones
(SEZs) and Special Regions
(SRs) in the Mekong
combining EO and OSINT
methodologies

**LJCZ - Mekong
Region
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EO/OSINT Methodology

1.

o

Ancillary Information from
End User

EO investigation
OSINT investigation
Results validation

Cross-check of obtained
results.

Interpretation and
information extraction

Area refinement/ new word

Possible new starting point
for analysis

ors definition

esa

N

Survey on the impact of illegal

MapBiomas Brasil released findings from a survey on the impact
of illegal mining in the Amazon.?

While the findings are based on 2022 data, organisations and

e 19 Apr 2024
mining in the Amazon news sources are widely circulated the survey on social media,
referencing the proliferation of illegal mining in indigenous
regions including Tl Munduruku.
ATL 2024 — national During this year's ATL gathering in Brasilia, Indigenous leaders
mobilisation bringing 22-26 Apr from Tis Kayapé, Yanomami and Munduruku met with the
awareness to indigenous 2024 president of Funai and reported the violations of human rights
rights caused by miners against their respective tribes.*
The Federal Police, in combination with ICMBio, the National
Operag#o Ararajuba — Force and the Military Police of Pard, launched Operagdo
combating illegal mining in 14-30Apr | Ararajuba to target illegal gold mining in Itaituba.
a 2024
Pard The operation led to the destruction of R$11m worth of illegal
mining equipment, including engines, excavators, and dredgers.
= - . The Federal Pol d IBAMA ducted O do Murici i
Operagdo Murici — combating 30 Apr-01 © eber? olice an l:u.n uete peracdo urlc\‘ "
. P Rondoldndia, Mato Grosso, which focused on combating
illegal mining in Mato Grosso May 2024

environmental crimes in Tl Zoré.®
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Onbdarding: Indicators definition

- EO: Early warning alert for detection of alluvial gold
mining in protected areas of indigenous tribes

4

Continuous monitoring of protected areas through
Forest Canopy Disturbance Monitoring FCDM tool
updated every 2 weeks with Sentinel-1 images.

« OSINT: Alerts of miners' intrusion in indigenous
lands, mercury seizures, security incidents, killings,
armed groups from OSINT (traditional and social
media, news, government websites) analysis.
Geolocated imagery used as validation tool and
trigger of new analysis. English/Portuguese
(“garimpeiros”,  “terras indigenas”) language
analysis. we  ow

Is] Policia Federal &
£ A deflagra operaghio

[
a
b |
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Operations: OSINT Products generation

Social Media Reports - HENSOLDT Analytics Security Analysis Results - JANES

9/04/2024: The Federal Highway Police reported an Comprehensive and granular dataset showing relevant information
increase in gold seizures from illegal mining in Mato including geo-location, typology, description, and further

Grosso. characteristics of the events.

14/04/2024: The Federal Police completed the work of
Operation Addicted Gold, aimed at combating illegal gold
mining and promoting the eviction of the Sararé Indians.

) g
Fgc:RAlr.lA Y-

PIAUI ¢

SERGIPE

ESPIRITO
SANTO

RIO DE
SAN PAOCLO JANEIRO

* MATO GROSSO.
| DEL SUL
|

Asuncion! ‘ ;
® / PARANA  “53n Paolo

Figure shows an ongoing security operation to destroy illegal mining camps in the

Sararé indigenous land. Source: Ministério da Justica e Seguranca Publica. »
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The AOI (s) observed cover the region of the Tapajos River
basin, respectively specific protected areas within the river

Continuous growth of alluvial mining activity basin.

March 2023 December 2023 May 2024

otm 9tm 8bm

% . Om 90w 8lm

Images © 2024 Airbus

OSINT alert: Cluster of events collected around Sararé
Indigenous Land
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Opefations: EO Products generation

Continuous growth of alluvial mining activity

-~ Py
March 2023 December 2023 May 2024 E"‘a"at"“ U
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Images © 2024 Airbus
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Onboarding: Indicators definition

EO leveraged to monitor evidences
of human activity and logistics
around suspected sites through
VHR SAR data, temporal
development of physical
infrastructures and land cover
changes through VHR OPT.

OSINT monitoring for specific
Chinese language key words
mentions, together with seizure
data and other contextual
information provided by law
enforcement counterparts.

Image © 2024 Airbus

Keyword Trend (Feb 1 - May 24,2024)

A G G

Opium poppies bloom in a field in the northern Laos (United Nations Office on Drugs andﬁ‘)rime )
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https://www.rfa.org/english/news/laos/opium-02122024164037.html

Operations: OSINT Products generation

Keyword mentions trend monitoring - HENSOLDT Analytics Security Analysis Results - JANES

. . - . Monitor online sources (news outlets, social media,
Track traditional and social media in multiple languages - . S : . .

. . investigations reports), information provided by local law
Mandarin - to assess cybercrime and cyberscams as well as ] ;

) N " enforcement counterparts, and local media in different

drug-related data. Mentions of the location “"KK Park” in : :

. languages to track and document evolving reports on security
Mandarin Telegram channels/groups.

events as per the scope and AOIs.

Keyword Trend (Feb 1 - May 24, 2024)

=
(KK Park)

The location “KEK Park”™ was mentioned 28 times during the monitoring period.

Some of the Telegram posts promete 2 group's operations in popular online lottery games and mention
Haina Group, with the promize of high stability and the best odds in the network.

Additional references to "KK Park" are noted in the following message, where the person shown in the
aftached pictures — possibly an escapee — 15 directly addressed.

B Machine translation:

a & “Tand my brother, Xiao Fan, were called out by Wamg X E. [...] You know
0 inyow hearr how you wricksd us inte a high compensation. We have boon to
| vour house.

w mvenes  You keep sqying you didn't do it. so why did you yun? [f our family hadn’t
sold our house, we wouldn't have besn abls to get out. Fou avrived in
wiwr  Mengbo, Xicomengla, Tequhua, and EE Park in 2017, 2012, 2021, and
2021 respectively.

I kmow you're hiding in Cambedia novw. You thirnk no ons kmows what you've
dome, but selling the house to compencats ur and get ws out. [ hope you ses
thiz meszage and corract me. Otherwize, none of vouwr group will escape.
Think abeut your famaly and children. Act like a human. Ws might be

',:'.E-t 2024 f?alagrsm: post mentioning driven to do somsthing decperate. "J‘

EE Park.

16

=T IE SIS B S g D M SR 2D = & um am ¥ > THE EUROPEAN SPACE AGENCY




Operations: EO Products generation

- e-GEOS

Activity analysis monitoring through SAR images. Activities detected:
1. Border crossing raft changing position

2. Opening/closure of entrance gate

COSMO-SkyMed image © ASI, Processed and distribuited by e-Geos 17
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Operations: EO Products generation

Sequence of 4 SAR
acquisitions at 12hours
time interval

S&SIN N LY
COSMO-SkyMed image © ASI, Processed and distribuited by e-Geos 18
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Ihteg'rity data & secure transmission

The core: providing Al services on encrypted data - DHIRIA

NEED:

The processing of
EOQ/OSINT needed to
detect illegal activities
data by third-party
software services may
impact privacy when
sensitive data are
involved.

Team developed a
deep learning-based
Demo on privacy-
preserving satellite
image classification

Satellite data

Result decrypted by
user

3

Land Use and
Land Cover
Classification

Encrypted data

-3
¥ 1
ped | g
Encryption
Encrypted result
Decryption
a
Open-source library SEAL: = Amazon Web Services (AWS):

CKKS HE encryption scheme
Public and secret keys are
generated

EC2 for computation and S3 for
storage

19
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'Key Findings and General Considerations

Key Findings and general considerations
EO/OSINT integration approach provides very useful insights, with best results when media assessment and
security analysis can be geolocated

The outcome of the combined analysis depends on the nature of the phenomenon under consideration.
Training activity for transfer knowledge
EO/OSINT excellent tool to drive attention on specific areas when complementary data are available

Adoption of project outcomes into local enforcement laws still to be discussed with end user but preliminary
feedback are very encouraging

20
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Q&A 'Session
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