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Agenda

1.Project introduction

2.Where we are

3.End Users requirements and Use 
Case Definition

4.Workplan

5.Indicators and products generation

6.Integrity data & secure transmission

7.Key Findings and Consideration

8.Q&A session
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Project introduction

Inspiring principle:
Combined use of multiple data sources and tools – 
EO, OpenSource Intelligence, AI/automation

Scope
Improve analysis and support enforcement authorities to 
identify illicit activities in different phases (anticipation, 
detection, monitoring)
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Our Team

EO data analysis
e-GEOS, GAF

Open Source Int
Hensoldt, Janes

Data integrity and secure 
transimssion

DHIRIA
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Where we are

KOM
20th Sept

2023
Env Crime whsp
12th June 2024

Close up
20th Sept

2024

• Collection and consolidation of end-user 
requirements

• Definition of 2 Use Cases
• 4 cycle of monitoring EO/OSINT combined 

Analysis: from February to May
• Integrity data and secure transmission

• Collection of feedback from the end-users 
on the work done and validation of the 
results

• Training and knowledge transfer activities
• Development of a 3°Use Case

1 year, 2 Use Cases Extension, new Use Cases
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Work plan 

01 - Onboarding:
• User need requirements
• Methodology and indicators definition

02 - Operations:
• Data collection (Satellite + OSINT) 
• Data preparation
• Information extraction
• Data integration for advanced insights

4 monitoring cycles

• April 
Reports

• May 
Reports

• March 
Reports

• February 
Reports

End-Users 
feedback 

collection and 
implementation

End-Users 
feedback 

collection and 
implementation

End-Users 
feedback 

collection and 
implementation

End-Users 
feedback 

collection and 
implementation
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End-Users’ needs Use Case

Satellite  patterns compatible 
with gold exploration + data 
from social networks about 

invasions of indigenous lands 
by miners.

Evidence of criminal activity in 
special economic zones 

(SEZs) and Special Regions 
(SRs) in the Mekong 

combining EO and OSINT 
methodologies

UC2 - Illegal 
Activities Monitoring 
in Mekong Region

Onboarding: URs and UCs definitions

1. Users’ requirements 
collection through online 
and offline interactions 
using a well-structured 
spreadsheet and a 
dedicated space on 
Confluence

2. Definition of use cases from 
the requirements obtained

3. Feasibility Analysis of the 
selected use cases 

UC1 - Brazil

UC2 – Mekong 
Region
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Onboarding: methodology and indicators definition

1. Ancillary Information from 
End User

2. EO investigation
3. OSINT investigation 
4. Results validation 
5. Cross-check of obtained 

results. 
6. Interpretation and 

information extraction 
7. Area refinement/ new word 
8. Possible new starting point 

for analysis 

EO/OSINT Methodology
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UC 1 – Illegal mining activity in Brazilian indigenous areas
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Onboarding: Indicators definition

• EO: Early warning alert for detection of alluvial gold
mining in protected areas of indigenous tribes

Continuous monitoring of protected areas through
Forest Canopy Disturbance Monitoring FCDM tool
updated every 2 weeks with Sentinel-1 images.

• OSINT: Alerts of miners' intrusion in indigenous 
lands, mercury seizures, security incidents, killings, 
armed groups from OSINT (traditional and social 
media, news, government websites) analysis. 
Geolocated imagery used as validation tool and 
trigger of new analysis. English/Portuguese 
(“garimpeiros”, “terras indigenas”) language 
analysis.

Image © 2024 Planet FCDM classification results
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9/04/2024: The Federal Highway Police reported an 
increase in gold seizures from illegal mining in Mato 
Grosso.
14/04/2024: The Federal Police completed the work of 
Operation Addicted Gold, aimed at combating illegal gold 
mining and promoting the eviction of the Sararé Indians.

Operations: OSINT Products generation

Figure shows an ongoing security operation to destroy illegal mining camps in the 
Sararé indigenous land. Source: Ministério da Justiça e Segurança Pública. 

Security Analysis Results - JANES Social Media Reports - HENSOLDT Analytics 
Comprehensive and granular dataset showing relevant information 
including geo-location, typology, description, and further
characteristics of the events. 
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Operations: EO/OSINT Products generation

The AOI (s) observed cover the region of the Tapajos River 
basin, respectively specific protected areas within the river 
basin.

OSINT alert: Cluster of events collected around Sararè
Indigenous Land

March 2023 May 2024December 2023

Images © 2024 Airbus 

Continuous growth of alluvial mining activity 
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Operations: EO Products generation

March 2023 May 2024December 2023

Images © 2024 Airbus 

Continuous growth of alluvial mining activity 
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Use Case 2 – Illegal activities monitoring in Mekong region 
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Onboarding: Indicators definition

• EO leveraged to monitor evidences 
of human activity and logistics 
around suspected sites through 
VHR SAR data, temporal 
development of physical 
infrastructures and land cover 
changes through VHR OPT. 

• OSINT monitoring for specific 
Chinese language key words 
mentions, together with seizure 
data and other contextual 
information provided by law 
enforcement counterparts. 

Image © 2024 Airbus 

Opium poppies bloom in a field in the northern Laos (United Nations Office on Drugs and Crime)

https://www.rfa.org/english/news/laos/opium-02122024164037.html
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Operations: OSINT Products generation

Security Analysis Results - JANES Keyword mentions trend monitoring - HENSOLDT Analytics 
Track traditional and social media in multiple languages –
Mandarin – to assess cybercrime and cyberscams as well as 
drug-related data. Mentions of the location “KK Park” in 
Mandarin Telegram channels/groups.

Monitor online sources (news outlets, social media, 
investigations reports), information provided by local law 
enforcement counterparts, and local media in different 
languages to track and document evolving reports on security 
events as per the scope and AOIs.

Image © Copernicus  
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Operations: EO Products generation

• e-GEOS
Activity analysis monitoring through SAR images. Activities detected:
1. Border crossing raft changing position
2. Opening/closure of entrance gate 

Image © 2024 Airbus COSMO-SkyMed image © ASI, Processed and distribuited by e-Geos
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Operations: EO Products generation

COSMO-SkyMed image © ASI, Processed and distribuited by e-Geos

Sequence of 4 SAR 
acquisitions at 12hours 
time interval
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Integrity data & secure transmission

Satellite data 

AI processing of 
encrypted data for 

Land Use and Land 
Cover Classification  

Encrypted data

Encryption

Result decrypted by 
user Encrypted result

DecryptionLand Use and 
Land Cover 
Classification 

Amazon Web Services (AWS): 
EC2 for computation and S3 for 
storage

Open-source library SEAL: 
CKKS HE encryption scheme

Public and secret keys are 
generated

WebApp

The core: providing AI services on encrypted data - DHIRIA
NEED:
The processing of 
EO/OSINT needed to 
detect illegal activities  
data by third-party 
software services may 
impact privacy when 
sensitive data are 
involved. 

Team developed a 
deep learning-based 
Demo on privacy-
preserving satellite 
image classification
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Key Findings and General Considerations

Key Findings and general considerations
• EO/OSINT integration approach provides very useful insights, with best results when media assessment and 

security analysis can be geolocated

• The outcome of the combined analysis depends on the nature of the phenomenon under consideration. 

• Training activity for transfer knowledge 

• EO/OSINT excellent tool to drive attention on specific areas when complementary data are available

• Adoption of project outcomes into local enforcement laws still to be discussed with end user but preliminary 
feedback are very encouraging
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Thank you for your kind attention! 

Q&A Session


	EO4SECURITY�Environmental Crimes and Illegal Trafficking
	Agenda
	Project introduction
	Our Team
	Where we are
	Work plan 
	Onboarding: URs and UCs definitions
	Onboarding: methodology and indicators definition
	UC 1 – Illegal mining activity in Brazilian indigenous areas
	Onboarding: Indicators definition 
	Operations: OSINT Products generation
	Operations: EO/OSINT Products generation
	Operations: EO Products generation
	Slide Number 14
	Onboarding: Indicators definition
	Operations: OSINT Products generation
	Operations: EO Products generation
	Operations: EO Products generation
	Integrity data & secure transmission
	Key Findings and General Considerations
	Q&A Session

